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.Amendm ents to the ria.w^ 

1. (Curtly Amended) A method of sharing transaction data between a 
gaming machine and one or more remote servers, the method comprising: 

UBOZSnSB^ a master ^n, control W, performing one or more gaming 
transaction, on me gaming n^egh^ e Opeormnre ^^^^ 

or d^inmo ar, .mo^t pf n,n^ or frm, of ,^ it ff( ^ ^ ^ 

machine 

Brigan d of the master yarning controller. ^ ^ „ |( , 

aerated from ^ one or more mklB-rfn- ^ . ^ -v.i.hM. t r 

undey control of the master pamin, controller. a ft er n rn pmrf n r 

money precis of nrdit input into t ne nrninr machine nn niMj ^ f 

chance usinp the money or indicia of credit inmit into ^ ^ r r . 

Wdercontrolofthem^er^min.rnntroll.r » ^ rr>J ..y^- ||; „, 

Outcome t n the game ft f r.hanr^ 

un4 CT control pf the master P amm r controller symmetricaUy encrypting the 
gaming transaction datastored in the non-v^tile mmns flrnn , ,„ „, [eem ^ 4 ^ f 
m nm s rrmir. n Uoiuouliui^ using a symmetric encryption key; 

under control of the m^ter controller asymmetrically encrypting the 

symmetric encryption key using a pubUc encryption key; and 

under controT of them.cter nmir^coa^ .ending a message including the 
eucrypted gaming transaction dataand the encrypted symmetric encryption key to S aid 
one or more remote servers. 
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2- (On^Thc gaming machine of claim 1, further comprising, 
prior to sending the encrypted gaming transaction data, 
contacting a local QP and sending the message via the local ISP. 

3- (Criginal)The gaming machine of claim l. further comprising, 
looking up an IP address of said one or more remote servers. 



4. (Origmal)The gaming machine of claim 1, further comprising, 
encapsulating said encrypted transaction data and said encrypted symmetric encryption 
key in multiple information packets. 

5- (Originate gaming machine of claim 1, further comprising, 
generating a message signature allowing the message to be unambiguously identified as 
being from the gaming machine and 
appending said message signature to the message. 

6- (Qrisinal)The gaming machine of claim 1, further comprising: 
determining that an acknowledgement message from said one or more remote servers 
acknowledging the message W the gaming machine is not received; and 
resending me message to said one or more remote servers. 

7- (OriginaDThe method of claim 1, wherein the remote server is a selected 
from the group consisting of a license server and a report server. 
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8. ( Currently Amended) The method of claim 1, wherein the gaming 
I""*"*** ***** from % ^u^isfe^ accosting data, game usage 
data, game elation data, ^e version data, a casino identification, a machine 
status data, a time stamp, service priority data, licensing mfonnarion, billing data, 
diagnostic data said maintenance data. 

* (Origmal)The gaming machine of claim I, wherein the symmetric key is 
selected from a pool of symmetric keys. 

10. (Originate gaming ' machine of claixn 9, wherein a gaming 
transaction data is encrypted using a first symmetric encryption key and a second gaming 
transaction data is encrypted using a second symmetric encryption key and wherein said 
first encryption key and said second encryption key are selected from the pool of 
symmetric keys. 

11- (^^yAmended)Amemodofobta^ 
machine providing game play of one or more games, lie method comprising: 

M^c^ol of a master ^minr controller on ft* — nr encrypting 

game license request data; 

under control of ft, master raminp c ^trolW generating a game license request 
message including me encrypted game license request data; 

aadKaatertrf the master paminr (^rmTlrr sending the game license request 

message to a remote server; 

under control of m^ master pammp- controller receiving a game license reply 
message from the remote server; aa4 
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Ifflfeco ntrol of (he master gamin* control^- wh e n mo gam c^e^y 
^^^s^^., updating the license data on me gaming n^chine; 

indicia of crP^it ^ ^ ^ g^;^ TT1 ,^ n . 

^eus^^cnev or indioi, nf ^ ^ ^ ^ 
license da t a for the game of chance h, S been nht»^ ^ ^ 

m^co ^Ql of the master mmi n & con^w ^^ tfnff a „„ ^t^,. m 
outcome to fhff p*™* " f chance: and 

usderconfrol of the n,^ ^mins cental W ^~~ WaT , aTn .„„ t . f y 

orindicia of credit to r mtpiit fmm the ^inp ma ^. 

12. (OrigmaI)The method of claim 1 1, further comprising, 
prior to sending the game license request message, 

contacting a local ISP and sending the game license request message via the local ISP. 

13. (Qriginal)The method of claim U, further comprising, 
looking up an IP address of said remote server and sending the game license request 
message to the IP address of said remote server. 



14. (Origmal)Ztie method of claim 11, further comprising, 
encapsulating said encrypted game license data in multiple information pack. 



:ets. 



15. (Origjnal)The method of claim 1 1, further 



comprising, 
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unambiguously identified as being from the gammg machine and 
appending said message signature to the game U ceDSe reqilest message. 

16. (Original)!^ m ethod of claim 1 1, wherein the game license data is 
syn^etdcaUye^ 

key is encrypted using a public key. 

17- (Originate method of claim H, wherein the game license data includes 
a license expiration data, a game ZD number, game usage data, software version data, 
operatc.identific^on data, time <lata,<latadate 

18. (Qrigmal)The method of claim 1 1, further comprising: 
authenticating the game license reply message. 

19- (OrigmaDThe method of claim U, wherein said one or more games are 
selected from the group consisting of a video slot game, a mechanical slot game, a lottery 
game, a video poker game, a video black jack game, a video lottery game, and a video 
pachinko game. 

20. (Original)^ method of claim 1 1 , wherein the game license is selected 
from the group consisting of a site license, an annual license, a monthly license, a daily 
license or a per-use license. 
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21. ( Origmal)A method of obtaining a gaming report on a gaming machine 
providing game play of one ox more games, the method comprising: 

SBto]3Mte tef ^ ^ mrolVr detem^n, „„ . nry n| . 

indicia 0 f credit inrnrt to the 0*™™ 

^control of ft e m*« n mina ^ -,- trT11lhlingthft a „, 

mo^ Y o T indici S of rr ^ tfnpmiT1tnTT|| , n^ m^rppdvi^aw^.^^^ 
chance the m o ney or m^da of credit fan* rr ,.. nirIljn f 

lafcCga M of ^ ma , tffr pami . n , CpntrQl w c ^ , 

outcome to % ft*™- *f chance; ar^ 

Under control of the master mmins control w -w—w „ 
orindicia of credit to output from th* m!trh; ^. 

ISdexcontml of the master patW controller, s^np , tinn ^ 

resulting from ». p f. y of the P ame of rhTOCe to wherft1 - n ^ ^ 

transaction data is ^ocessed byth. remote ^ . „ t e a eamiryfr r ^ rf , 

undercgnfe,! of a master pnnin, conrrolW encrypting gaming report request 

data; 

under control of a master p^fr, mntmlfar generating a gaming report request 
message including the encrypted game gaming report request data; 

under corrtml of a master pamir.? control^ , sending the gaming report request 

message to a remote server; 

under control of a master pmnfnp controller, receiving a gaming report reply 
message from the remote server including a gaming rennrr; and 

whtm fto flai^ r r n n n rr t p nT ^ r - huh , n c miiiimu p u ^ 

BSdagBteL pf a master p mninp controlle r displaying said gazning report on the 
gaming machine. 
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22. OMguiaDThe method of claim 21, further comprising, 
prior to sending the gaming report request message, 

estabKshmg commuxrications with a local ISP and sending the gaming report request 



message via the local ISP. 



23. (Origmal)The method of claim 22, further comprising, 
receiving the gaming report reply message via the local 1$P. 

24. (Ongmal)Tne method of claim 21, further comprising, 

looking up the IP .address of said remote server and sending the gaming report request 
message to the IP address of said remote server. 

25. (Withdra^ln a remote server, a method of prodding a game licenses to 
one or more gaming machines in communication with the remote server, the method 
comprising, 

receiving a game license request message from a gaming machine; 
decrypting game license request data included in the game license request 
message; 

identifying the gaming machine; 

when a game license is allowed on the gaming machine, 
generating a game license reply message wherein the game license reply message include 
game license reply data; and 

sending the game licsnse reply message to the gaming machine. 
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26. (Withdrawu)The method of claim 25, further comprising, 
determining a gaming machine owner; 
generating a billing request message; and 
sending the billing request message to the gaming machine owner. 

27. OVithdrawn)The gaming machine of claim 25, further comprising, 
encrypting the game license reply data wherein the game license reply data is 
symmetrically encrypted using a symmetric encryption key and the symmetric encryption 
key is encrypted using a public key, 

28. (W.ifcdxawn)The gaming machine of claim 25, further comprising, 
storing fee license request data and storing the license reply data. 

29. (Withdraw^The gaming machine of claim 25, further comprising, 
authenticating the game license request message. 

30. CWithdrawn)The gaming machine of claim 25, wherein the game license 
request message includes an IP address for the gaming machine. 

31. (Withdrawn)!!* gaming machine of claim 25, wherein a symmetric key 
include* in the game license request data is decrypted using a private key and game 
license request data is decrypted using the symmetric key. 



32. ^ (Currently Amended) A gaining machine 



c otttprising : 
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a master gaming controller that controls a game of Splayed on ^ gamiag 

^ t| m ^ x 

a network: mterface connected to the master gaming controller allowing 
coruscations between the master gaming controUer and the one or more remote 

servers; 

a first input n^hwnhm mulnr r Qn tmi ^ cm ,^„„ ^ 

sseiving money or indicia of ,-„ r „ ^ the pam - M „ ^n^. 

a second input m^mri^i in .n— V,^ ^ master oam ^ 

mcluding one or more input hmtnns for maVW . TOa _ M ^ nf 

ffi outpnt m^i^n mrrhTnirm. under ^ Mbf _ 

for outputting money or inrtiria of credit fmn, f M j ngm „ rhl . n ,. 

a memory storing a public encryption key and machine identification information 
for encrypting and authenticating communications between the master gaming controUer 
and said one or more remote servers; and 
processor logic that 

(i) symmetrically encrypts at least one of gaming transaction data and gaming 
transaction requests using a symmetric encryption key, 

(ii) asymmetrically encrypts said symmetric encryption key with said public 

encryption key. 

33. (Originate gaming machine of claim 32, wherein the network interface 
is selected from the group consisting of a wireless interface and a wireline interface. 
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34. (OriginaI)The gaming machine of claim 33, further comprising: 
an antenna for transmitting and receiving communications over the wireless 



interface. 



35. (Original)!^ gaming machine of claim 33, further comprising: 
amodem for transmitting and receiving commutations over the wireline 

interface or wirelsss interface. 

36. (Origmal)The garnjng machine of claim 32, fkrther comprising: 
a firewall for filtering communications received at the network interface. 

37. (Currently Amended)Tne gaming machine of claim 32, wherein the game 
of_chance played on the gaming machine is at least one of a video slot game, a 
mechanical slot game, a lottery game, a video poker game, a video black jack game, a 
video lottery game, and a video pachinko game. 

38. (Original)The gaming machine of claim 32, wherein at least one of a 
TCP/IP communication protocol, ATM communication protocol and a frame relay 
communication protocol is used for the communications between the master gaming 
controller and said one or more remote servers. 

39. (Original)The gaming machine of claim 32, wherein the memory is 
selected from the gn,up consisting of an EPROM, a flash memory a ROM, a RAM, a CD, 
a DVD, a tape drive, a hard drive and a non-volatile memory. 

40. (Currently Amended) The gaming machine of claim 32, wherein the 
gaming transaction data is selected from the m>uo cor^w ^ accounting data, game 

IGTlPOsT 56 ^ ^ CC,nfigUrati0n ^ SOfWe version data, a casino identification, a 
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machine status data, a time stamp, service priority data, game licensing information, 
billing data, diagnostic data, digital signature data, identification data, fund transfer data, 
configuration data and maintenance data. 

41. (Currently Amended) The gaming machine of claim 32, wherein me 
gaming transaction request is selected from the mmn ^ a £ame Hcense 

request, a report request, a maintenance request, a software version request, a billing 
request a digital signature request, an identification request, a fund transfer request, a 
configuration request and a diagnostic request. 

42. (OrigmaI)The gaming machine of claim 41, further comprising, 
a display for displaying a report received in reply to the report request 

43. (OriginaI)The gaming machine of claim 32, wherein the remote server is a 
selected from the group consisting of a game license server, a report server a public key 
server, a game server, a software update server, a diagnostic server, a billing server, a 
gaming machine and a maintenance server. 

44. (OriginaDThe gaming machine of claim 32, wherein the memory stores IP 
addresses of said one or more remote servers, 

45. (Qri i3 maJ)The gaming machine of claim 32, wherein the memory stores a 
private key for decrypting encrypted data. 

46. (Qrfefatf )T*c gaining machine of claim 32, further comprising processor 
logic that 
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(0 asymmetrically decrypts said symmetric encryption key with a private 
encryption key, 

(ii) s>mmetricaUy decrypts at least one of gaming transaction data and gaming 
transaction replies using said symmetric encryption key. 

47. (Currently Amended) The gaming machine of claim 46, wherein the 
gaming transaction reply is selected from the eroun ft n™«Hn ff n f, game license reply, a 
report reply, a maintenance reply, a software version reply, a billing reply, a digital 
signature authenticatiou reply, an identification reply, a fund transfer reply, a 
configuration reply and a diagnostic reply. 

48. (Origmal)The gaming machine of claim 46, wherein the memory stores 
said private encryption key, 

49. (Qrigmal)The gaming machine of claim 32, wherein the symmetric key is 
selected from a pool of symmetric keys. 

50. (Origmal)The gaming machine of claim 49, wherein a first gaming 
transaction data is encrypted using a first symmetric encryption key and a second gaming 
transaction data is encrypted using a second symmetric encryption key and wherein said 
first encryption key and said second encryption key are selected from the pool of 
symmetric keys. 
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